Adam Kim

AKim456@gmail.com % (347) 554-7576 ** Queens, NY injel:
WORK EXPERIENCE

Jovia Financial Credit Union Jan. 2022 — Current
Cybersecurity Engineer 11 (Promoted from Security Analyst & Security Engineer 1) Westbury, NY

® Acted as the project lead to execute a SIEM deployment (Arctic Wolf).

» Investigated security alerts to respond, triage, and report adverse events.

= Continuously tuned the SIEM, EDR, NAC, and DLP to reduce noise and discern false positives.

®  Performed incident response against external and internal threats.

* Developed automated scripts to improve threat hunt and investigation efficiency.

* Coordinated across teams to deliver business objectives and drive improvements to processes/policies.
* Drafted documentation which articulate the analysis of vulnerabilities, impact, and remediation techniques.
®  Presented vulnerability management progress to the board & C level executives.

* Evaluated security vendors to ensure alighment with company strategic, tactical, and operational plans.
=  Authorized cybersecurity training to ensure the training material met the company’s security culture.

* Engaged in white/black box penetration testing & purple team engagements.

ie reat intellicence to anticipate and address imminent risks with actionable measures.
*  Applied threat intellig to anticipate and add t risks with actionabl

CyberSeidon Oct. 2021 — Dec. 2023
Incident Responder (Consultant) New York City, NY
* Responded to immediate threats and emergencies for victim businesses of cybercrime.

® Recovered business critical operations to meet recovery time objectives and maximum tolerable downtime.

* Focused on containment and eradication to stop the kill chain.

» Investigated root cause analysis, traffic logs, configuration changes, and persistent footholds.

* Deployed monitoring solutions: EDR/MDR, Sysmon, NXLog, AppLocker, & enabled command line auditing.
® Increased security posture by reconfiguring firewalls, hardening systems, and mitigating vulnerabilities.

®  Presented before business owners for security assessments and critical updates throughout the IR cycle.

Law Offices of Kim & Associates Jan. 2019 — Oct. 2021

Network Engineer Flushing, NY

* Decentralized flat networks w/ VLan segmentation, and firewall management.

® Facilitated 25+ endpoints for reimaging, upgrading, troubleshooting, and hardening.

* Regulated patch deployment, software/hardwate inventory, and orchestrated cybersecurity training.

* Executed threat hunts for anomalous behavior, IoCs, rogue devices, and insider threat.

*  Composed Business Continuity & Disaster Recovery policies, 23 CRR-NY-500(e), required by the Department
of Financial Services.

CERTIFICATIONS MISC. TOOLS INTERESTS EDUCATION
(ISC)? CISSP Python Chess Queens College Dec, 2014
ISACA CISM Power Automate Books BA Degree, MediaStudies Flushing, NY
SANS GIAC GMON
—_— Powershell
SANS GIAC GSOC Linux Defcon
CompTIA CASP+ ) u o
CompTIA CySA+ Virtualization
CompTIA Pentest+ Active Directory

CompTIA Security+ Jira, Scrum
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